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OCaps: Small step from pure objects 

   Memory safety and encapsulation 
+ Effects only by using held references 
+ No powerful references by default 
   Reference graph === Access graph 

Caja solves the safe mashup problem 
Deployed on Yahoo! homepage, Google, Shindig, … 



Corkboard demo 

<html> <head> <title>Basic Mashup</title> 
  <script> 
    function animate(id) { 
      var element = document.getElementById(id); 
      var textNode = element.childNodes[0]; 
      var text = textNode.data; 
      var reverse = false;  
      element.onclick = function() { reverse = !reverse; }; 
      setInterval(function() { 
        textNode.data = text = reverse ? text.substring(1) + text[0] 
                : text[text.length-1] + text.substring(0, text.length-1); 
      }, 100); 
    } 
  </script> 
</head> <body onload="animate('target')"> 
  <pre id="target">Hello Programmable World!  </pre> 
</body> </html> 



Distributed Concurrency? 

Shared State Message Passing 

Blocking C++/pthreads 
Java, C#, Mozart/Oz 
JoCAML, Polyphonic C# 

Blocking receive 
CSP, Occam, CCS 
Erlang, Scala, Go 

Non-blocking Soft Transactional Mem 
Argus, Fortress 
Clojure, X10 

Comm Event Loops 
Actors, AmbientTalk 
E, Waterken 
Ajax 



Distributed Defensive Concurrency 

No conventional deadlocks or memory races 
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Distributed Secure Concurrency 

No conventional deadlocks or memory races 

var good = bob.buy(desc, payment);             // do it immediately 

var goodP = bobP ! buy(desc, payment);      // do it eventually 
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Distributed Secure Currency 

const paymentP = myPurse ! makePurse(); 
paymentP ! deposit(10, myPurse); 
const goodP = bobP ! buy(desc, paymentP); 

return Q.when(paymentP, const(p) { 
    return Q.when(myPurse ! deposit(10, p), const(_) { 
        return good; }, … 
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Money as “factorial” of secure coding 

 const makeMint() { 
      const decr = WeakMap(); 
      const mint(balance ::Nat) { 
          const purse = Q.def({ 
              getBalance: const() { return balance; }, 
              makePurse: const() { return mint(0); }, 
              deposit: const(amount ::Nat, src) { 
                  const newBal ::Nat = balance + amount; 
                  decr.get(src)(amount);  
                  balance = newBal;  
          }   }); 
          decr.set(purse, const(amount) { 
              balance = balance – amount;  
          }); 
          return purse; 
      } 
      return mint;  
} 

// No explicit crypto 
// Compares well with E  



Questions? 



Change JavaScript’s Trajectory 

ES3 core idea: records and closures 
A record of closures  object with methods 



Change JavaScript’s Trajectory 

ES3 core idea: records and closures 
A record of closures  object with methods 
Took us 2 years to secure by server translation 

ES5 ratified 12/09. All browsers implementing 
Object.freeze(obj)  stable records 
“use strict”;  lexical scope + encapsulation 
A stable record of encapsulated closures 

  a defensible object 
Took us 2 afternoons to secure by client verification 
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Lamport’s distributed causality 
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Communicating Event Loops 
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Turns are isolated units of operation 
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Distributed Secure Currency 
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return Q.when(paymentP, const(p) { 
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        return good; }, … 
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How to lose an arms race 



Distributed Resilient Secure EcmaScript 

p1 = farBob ! foo(carol);                      // queue request for Bob 

p3 = p1 ! bar(p2);                                  // left dataflow chaining 

p5 = try when (i = p3, j = p4) { => i + j };              // gather results 

b5 = try whenever (i = b3, j = b4) { => i + j };               // perpetual 

p6 = try (f = farF, x = farX) in (farEval) { => f(x) };             // mobile 



Distributed Resilient Secure EcmaScript 

Remaining Open Resilience Problems 
Persistence: How orthogonal? 

Waterken, KeyKOS, E, Workers 

Disconnected Operation: How to reconcile? 
Dominant partition, Wave OT, Una, Ambient references 

Upgrade: When instances outlive their class 
Co-existence: When versions collide 

Each presents new security challenges 



x86: We’ve heard this tune before 

Dumb terminals talk to mainframes Early browsers talk to servers 

Smart terminals do forms locally HTML forms 

Growth of terminal featuritis Cancerous growth of HTML tags 

High school student designs 8008 
arch to save Datapoint chip count 

Intern designs & builds JS to script 
HTML 

“In two years I learned enough CS to realize the horror of what I’d 
created, but by then it was too late.” –Harry Pyle 

Without anyone thinking it’s good, achieves worldwide domination. 

Displaces competitors everyone agrees was better 

x86 now dominates on servers Server-side JS growing fast 

The last instruction set? The last programming language? 



Distributed Resilient Secure EcmaScript 

Beautiful Simple Core: Scheme, Self 
Objects as records. Functions as lexical closures. 
Records of lexical closures => objects with methods 

function makeCounter(count) { 
    return { 
        incr: function() { return ++count; } 
    }; 
} 



Distributed Resilient Secure EcmaScript 

EcmaScript 5 Strict 
Tamper-proof (frozen) objects. Encapsulated closures. 
Frozen records of protected closures => High integrity 

‘use strict’; 
const makeCounter = Object.freeze(function(count) { 
    return Object.freeze({ 
        incr: Object.freeze(function() { return ++count; }); 
    }); 
}); 



Distributed Resilient Secure EcmaScript 

EcmaScript Harmony 
Makes high integrity convenient 
Faithful virtualization by interposition 
Modular modules with lexical scoping 

const makeCounter(count) { 
    return Object.freeze({ 
        incr: const() { return ++count; }; 
    }); 
}; 



Distributed Resilient Secure EcmaScript 

When Alice asks: bob.foo(carol) 
Alice grants Bob access to Carol, as needed for foo 

Memory-safe encapsulated objects 
Protect objects from their outside world 



Distributed Resilient Secure EcmaScript 

When Alice asks: bob.foo(carol) 
Alice grants Bob access to Carol, as needed for foo 

Memory-safe encapsulated objects 
Protect objects from their outside world 

OCaps: Causality only by references 
No powerful references by default 
Protect world from objects 

Reference graph === Access graph 
Deny authority by witholding connectivity 



Distributed Resilient Secure EcmaScript 

Java : Joe-E :: EcmaScript : SES 
Defensive Consistency & Natural POLA 

SES ⊂ (ES5 Strict + a bit of ES-Harmony) 
Deny access to global variables, global object 
Delete non-whitelisted properties 
Freeze accessible primordials (Object, Array, Array.prototype,…) 
Restrict eval() and Function() to SES 



Distributed Resilient Secure EcmaScript 

Easy Secure JavaScript Mashups Impossible? 



Distributed Resilient Secure EcmaScript 

Easy Secure JavaScript Mashups Impossible? 

The counter example: 

const bobEndowments = Object.freeze({counter: makeCounter(0)}); 
const bobMakerCode = //... fetch potentially malicious code ... 
const bob = eval(bobMakerCode).make(bobEndowments); 

Bob can only count. 



Distributed Resilient Secure EcmaScript 

Between machines… 
There is no do, there is only try. 

--with apologies to Yoda 

p1 = farBob ! foo(carol); // Bob throws, breaking p1 
p3 = p1 ! bar(p2);          // broken promise contagion 



Distributed Resilient Secure EcmaScript 

Between machines… 
There is no do, there is only try. 

--with apologies to Yoda 

p1 = farBob ! foo(carol); // Bob throws, breaking p1 
p3 = p1 ! bar(p2);          // broken promise contagion 
p4 = try when (r3 = p3) {  // delayed error handling 

         => “ok: ” + r3 
    } catch (ex) { => “bad: ” + ex }; 



Caja Roadmap 

Cajita SES5/3 SES/ES5-strict 

+ Valija ES5/3 ES5-strict 

+ ref_send / server-proxy ref_send / UMP 

+ server-server captp captp / web-sockets 

+ “!” “in” expression sugar 

Subtotal: Dr. SES5/3 Dr. SES 

+ Sanitize HTML & CSS 

+ Domita / uncajoled JS Domado / SES 

= Caja Today Caja Tomorrow Caja on ES5,HTML5 


